Smarketers.jobs - Task #34192

#288 - Security Issues
07/10/2021 14:26 - Hryhorii Sirenok

Crartyc: Deployed [Mara Hauyana:

MpuvoputeT: Normal JaTa 3aBepLUEHUS:

HasHaueHa: Yurii Kusiak FoTOBHOCTb:

Kateropwmsi: OueHka
TpyAno3artpar:

CrpuHT: Sprint 5

Responsible QA : Version:

QA Notes: Please enter here checklist with Second developer:

testcases:
Issue from customer: Hert

20/05/2021

0%
0.00 yac

OnucaHwue
We need to fix a security gap described below

create a link in the job description "javascript:alert(JSON.stringify(document.cookie));" - could be also an Ajax request to a 3rd party

If a user clicks on the link, the 3rd party could hijack the session token

it should be easily fixable by setting "samesite" and "httponly" in the response header

Uctopus

#1 - 22/10/2021 11:11 - Hryhorii Sirenok

- Mapametp CrpuHT namenuncs ¢ Sprint 5 Ha Backlog Estimated

#2 - 01/12/2021 17:42 - Hryhorii Sirenok
- @avin image.png nobasneH

- @avin image (1).png nobasneH

#3 - 01/12/2021 17:43 - Hryhorii Sirenok

- MNapametp CrpuHT namenuncs c Backlog Estimated Ha Sprint 5

#4 - 03/12/2021 09:04 - Hryhorii Sirenok
- OnucaHve 06HoB/1eHO
- MNapametp Craryc namenuncs ¢ Backlog Ha To do

- lNapametp HasHa4eHa namernuncs Ha Yurii Kusiak

#5 - 06/12/2021 11:20 - Yurii Kusiak

- lNapametp Craryc namenunncs ¢ To do Ha To test

#6 - 26/12/2021 17:36 - Hryhorii Sirenok

- Mapametp Craryc namenuncs c To test Ha PM Acceptance

#7 - 26/12/2021 17:37 - Hryhorii Sirenok

- Mapametp Craryc namennncs ¢ PM Acceptance Ha Deployed
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